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Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Are your friends already on Facebook?

Many of your friends may already be here. Searching your email account is the
fastest way to find your friends on Facebook

™M Gmail

Your Email: I

Email Password:

& Facebook will not store your password.

o_’ Yahoo! Find Friends
:} Windows Live Hotmail Find Friends
<] oOther Email Service Find Friends

If a third party wanted access to an account,

you’d give them your password
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SO0...

how can | let an app

access my data

without giving it my password?



f Sign in with Facebook

(9 [ Video Converter for YouTube | X | -

G @ https://videoconverter.oauch.io

Store
Video « Screen Recording + Photo For Work + For Education

We use cookies to improve the services we offer you. By continuing to browse this site, you consent to keep them in accordance with our Privacy Policy. X

_ .
Need a video converter for YouTube? Y Sl nine

Try OAuch Video Converter! BN Sign in with Linkedin

« Lightning-fast conversion
= Batch processing of files — any number, any size
« No quality loss, even with 4K videos

» Easy editing and compression

Link our app to YouTube and automatically download and upload your videos

B Connect With YouTube

# > HelpCenter > How-tos > Video Converter for YouTube




|

G Sign in - Google Accounts x | F

@] 2 httpsi//accounts.googl.. T§ =

G Sign in with Google
Choose an account
to continue to OAuch
Pieter Philippaerts

pp@pieterp.be

(@ Use another account

English (United States) = Help Privacy

Terms

O
<

G Signin - Google Accounts x IS

C % https://accounts.googl... T&  ©= &

G sign inwith Google

OAuch wants to access your
Google Account

a pp@pieterp.be
This will allow OAuch to:

B Manage your YouTube videos ®

Make sure you trust OAuch

You may be sharing sensitive info with this site or app
Learn about how OAuch will handle your data by reviewing
its terms of service and privacy policies. You can always
see of remove access in your Google Account.

Learn about the risks

Cancel m

English (United States) - Help Privacy Terms

L




Use Cases — Grant Types
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Use Cases

Internet Engineering Task Force (IETF) D. Hardt, Ed.
Request for Comments: 6749 Microsoft
Chsoletes: 5843 October 2012

category: Standards Track
ISSN: 2070-1721

The ORuth 2.0 Authorization Framswork
Abstract

The ORuth 2.0 authorization framework enables a third-party
application to obtain limited access to an HTTE service, sither on
behalf of a resource owner by orchestrating an approval interaction
between the resource owner and the HITP service, or by allowing the
third-party application to cktain access on its own behalf. This
specification replaces and cbsclstes the CRuth 1.0 protocol described
in RFC 5849.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Enginesring Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Enginsering Stssring Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback con it may be obtained at
http://www.rfc-editor.org/info/rfcE749.

Copyright Notice

Copyright (c) 2012 IETF Trust and the persons identified as the
document authers. 211 rights reserved.

This document is subject to BCF 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
({http://trustes.ietf.org/license-info) in effect on the date of
publication of this document. FPlease review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must

-
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Web-server apps Browser-based apps Mobile apps

Username/Password access

Application access

= DistriN=t



Use Cases — Grant Types ANNO
2012
| ﬁ - =
3
Web-server apps Browser-based apps Mobile apps
authorization code implicit implicit

O

Username/Password access Application access
password client credentials

= DistriN=t



OAuth 2.0 Roles

Resource Owner User-Agent
“the user” “the browser”
n v | ~raTmEH
Client Resource Server Authorization
“the app” “the API” Server

10 EEE DistriN=t



OAuth 2.0 Grant Types



Client Credentials Grant

?

Client Id/Password

N

All I I
Data

b
https://blog.oauth.io/oauth2-flow-grant-types-in-pictures/ m D ! St ri N - t



Client Credentials Grant

REQUEST

POST /token HTTP/1.1
Host: server.example.com

Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW
ontent-Type: application/x-www-form-urlencode

Client ID &
Password

, ’

grant_ type=client credentials

RESPONSE

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token":"2YotnFZFEjrlzCsicMWpAA",
"token_type":"Bearer",
"expires_in":3600

}
I DistriN=t



Client Credentials Grant

» Easy Vv
y Secure v

> Wide use case support X

14 EEE DistriN=t



Use the Client Credentials flow for
Machine-to-machine authorization



Password Grant

User Id/PasswordK‘

User Id/Password

Orem

Client

b
https://blog.oauth.io/oauth2-flow-grant-types-in-pictures/ m D I St rl N - t



Password Grant

REQUEST
POST /token HTTP/1.1
Host: server.example.com Client ID &

Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW
ontent-Type: application/x-www-Iorm-urlencode

> Password

grant type=password&username=johndoeé&password=A3ddj3w Resource Owner
Username & Password

RESPONSE

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token":"2YotnFZFEjrlzCsicMWpAA",
"token_type":"example",
"expires_in":3600,
"refresh token":"tGzv3JOkFOXG5Q0x2T1KWIA",

I DistriN=t



Password Grant

» Easy Vv
> Wide use case support v

y Secure X

18 I DistriN=t



Password Grant Threats

v

Threat #1: Exposes the username and password
> Threat #2: No mechanism to limit scope

» Threat #3: Trains users that it's okay to enter password in

more than one place

» Threat #4: Difficult (or impossible) to add multifactor or

passwordless authentication (WebCrypto, WebAuthn)

19 I DistriN=t



Do not use the Password grant



Implicit Grant

User Id/;assword 1_'

Resource
Owner

Client

b
https://blog.oauth.io/oauth2-flow-grant-types-in-pictures/ m D I St rl N - t



Implicit Grant

@ r — P e ———

response_type = token

client_id = s6BhdRkqt3

state = xyz

redirect_uri = https://client.example.com/cb

REQUEST

GET /authorize?response_type=token&client id=s6BhdRkqt3&state=xyz
&redirect uri=https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: server.example.com

Created with websequencediagrams.com



Implicit Grant

User User-Agent C lient
|
RESPONSE I elick login link N\
HTTP/1.1 302 Found

Auvthorization Server {

Location:|http://example.com/cbfaccess_token=2YotnFZFEjrlzCsicMWpAA

Created with websequencediagrams.com

4



Implicit Grant

» Easy
> Wide use case support v

» Secure
» Username and password are not exposed v

» Scope can be limited v

~

» User always uses official authorization page v
» Possible to add multi-factor or passwordless authentication v

» But...

24 I DistriN=t



Threat #1: Access token leakage

1A
< History
B0 view History Sidebar
@ Clear Recent History..
M Recently Closed Tabs >
B Recently Closed Windows >

Recent History
@ Amazon Sign-In

| Callback page - OAuch

Fo Y .
Callback page - Oluch
httpgffuauch.iquallbaIk#accss_tuken:ﬁ....ﬁl]]&sc pe=profilefistate= oauch_state_var

= DistriN=t



Threat #2: Access token replay

Uw

l. sfourt an*‘Tm flow )

( . access ok

3, novigate fo callback

4, awtherized as User

&, stourt nu-'l'liﬂ‘im-l":nn flow

|
7. mviﬁa.-re_-rol Foﬁs-epl callback
( |
T,

. awvthorized as User
|

Created with websequencediagrams.com



Additional Shortcoming

» Tokens cannot be (cryptographically) bound to a client

» Clients are not authenticated

27 I DistriN=t



Do not use the Implicit grant



Authorization Code Grant

User Id/Password h*- | |

Owner

h
https://blog.oauth.io/oauth2-flow-grant-types-in-pictures/ m D I St ri N - t




Authorization Code Grant

el [ ] 1

GET /authorize1response_type=code;client_id=s6Bhdeqt3&state=xyz
&redirect uri=htTTps Client%2Eexample%2Ecom%$2Fcb HTTP/1.1

Host: server.example.com

r
3. send ouvthorization request URT

I 4. awtherticote ond consent
!

S.HHNngﬁoauﬂmrawﬂmnuﬁr _)’
>

|
( E, redlirect +o -:he_vrf,ca”baqk‘ URT

€. navigate +o client collbock URT

— |

RESPONSE

HTTP/1.1 302 Found
Location: https://client.example.com/cbfcode=Splx10BeZQQYbYS6WxSbIA
&state=xyz

Created with websequencediagrams.com



Authorization Code Grant

REQUEST

POST /token HTTP/1.1

Host: server.example.com

Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_cod4&code=SplxlOBeZQQYbYS6WbeIAv
&redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

I | — —)
RESPONSE aned awthorizotion request URT

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

rerres oken @ zv X
—




Authorization Code Grant

» Easy X
> Wide use case support vV

»  Secure
» All the benefits of the implicit flow v
» Access tokens are not leaked v
» Authorization codes cannot be replayed v

» Clients can be authenticated v
» But...

32 I DistriN=t



Threat #1: Insufficient Redirect URI Validation

> Some implementations allow redirect URI patterns
» https://*.benign.site/*

» Matches with https://attacker.site/.benign.site/

REQUEST

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=9ad67£13
&redirect uri=https%3A%2F%2Fattacker.site%2F.benign.site%2F
HTTP/1.1

Host: server.somesite.example

I DistriN=t



Threat #1: Insufficient Redirect URI Validation

»  Other problems exist (e.g. open redirectors, ...)

» Always exactly match Redirect URIs with the registered

values

I DistriN=t



Threat #2: Authorization Code Injection




Proof Key for Code Exchange (PKCE)

> Bind an authorization code to a client’s session
» Client generates a random secret per authorization request
» Client sends the hashed secret in the authorization request

» When it exchanges the authorization code for an access token, it also

sends the secret

» The server can hash and compare the two hashes

36 I DistriN=t



Proof Key for Code Exchange (PKCE)

REQUEST

GET /authorize?response_type=codeé&client id=s6BhdRkqgt3&state=xyz
&redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

&code challenge=rLGaly..5Z5Dc&code challenge method=S256 HTTP/1.1
Host: server.example.com

REQUEST

POST /token HTTP/1.1

Host: server.example.com

Authorization: Basic czZCaGRSa3FOMzpnWDFmQmEFOM2JW
Content-Type: application/x-www-form-urlencoded

grant_ type=authorization code&code=SplxlOBeZQQYbYS6WxSbIA

&redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb
&code verifier=8WBGM8cbVT.bRzqts370

37 I DistriN=t



Use Authorization Code grant
+ PKCE when a user is involved



Use Cases — Grant Types

B

Web-server apps Browser-based apps Mobile apps
authorization code + PKCE implieit authorization implieit authorization
code + PKCE code + PKCE

=

Application access
password client credentials

O

= DistriN=t



More Best Practices

» Clients should use sender-constrained access

tokens

» Mutual TLS for OAuth 2.0 (RFC8705)

» OAuth 2.0 Demonstrating Proof of Possession (DPoP,
RFC9449)

I DistriN=t



More Best Practices

» Clients must not pass access tokens in a URI

query parameter

» https://myapi.com/posts/all?access token=avGt23F8fWb

I DistriN=t



More Best Practices

» Refresh tokens must either be sender-constrained
or one-time use

» Use refresh token rotation

I DistriN=t



Where Can | Find The Best Practices?

> OAuth 2.0 Security Best Current Practice

» https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics

» The OAuth 2.1 Authorization Framework

» https://datatracker.ietf.org/doc/html/draft-ietf-oauth-v2-1-11

» Will be standardized soon (?)

= DistriN=t
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What if you need
more
security?



Regular Authorization Requests

Uﬁej“

I, elick login link 4)
(-.'i... send outhorizotion request URT

3. redirect +o avthorization URT
f >

REQUEST

GET /authorize?response_type=code&client_ id=CLIENT1234
&state=duk681S8n00GsJpe7n9boxdzen&scope=profile
&redirect uri=https%3A%2F%2Fclient%2Eexample%2Eorg%2Fcb
&code_challenge=rLGaly..5Z5Dc&code challenge method=S256 HTTP/1.1
Host: server.example.com

I DistriN=t



Internet Engineering Task Force (IETF) T. Lodderstedt
Request for Comments: 9126 yes.com
Category: Standards Track B. Campbell
Published: September 2021 Ping Identity
ISSN: 2@70-1721 N. Sakimura
NAT.Consulting

D. Tonge

Moneyhub Financial

Technology

F. Skokan

Auth@

OAuth 2.0 Pushed Authorization Requests
Abstract

This document defines the pushed authorization request (PAR)
endpoint, which allows clients to push the payload of an OAuth 2.@
authorization request to the authorization server via a direct
request and provides them with a request URI that is used as
reference to the data in a subsequent call to the authorization
endpoint.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 7841

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://www.xfc-editor.org/info/rfc9126.

Copyright Notice

Copyright (c) 2021 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of

publication of this document. Please review these documents
ravafiilly  ac thoau decrribhe vallr virhte and rectrictinane with rocnse+

OAuth 2.0 Pushed Authorization
Requests (RFC 9126

https://datatracker.ietf.org/doc/html/rfc9126

= DistriN=t



Pushed Authorization Requests (PAR)

-

1. serd auvtherizotion r‘eﬁ.aegf)

User-Agent

H.dhwhwmlmw

REQUEST

POST /as/par HTTP/1.1
Host: as.example.com
Content-Type: application/x-www-form-urlencoded

response_type=code&client id=CLIENT1234 D
&state=duk681S8n00GsJpe7n9boxdzen&scope=profile
&redirect uri=https%3A%2F%2Fclient%2Eexample%2Eorg%2Fcb
& hallenge=rLGal Z5D hallen method=S2
client assertion_type=

urn%3Aietf%$3Aparams$3Acauth%3Aclient-assertion-type%$3Ajwt-bearer
&client assertion=eyJraWQiOidJ..dHBzOi8vc

I DistriN=t



Pushed Authorization Requests (PAR)

o [

H.dhwhqmlmw

Avthorzotion Server

4. serd avtherizotion r‘eﬂuest')

‘ 3, I".Epllf with request URT

RESPONSE

HTTP/1.1 201 Created
Cache-Control: no-cache, no-store
Content-Type: application/json

{

"request_uri":l;urn:example:bwc4JK—ESCOw8acc191e—Y1LTC2",
"expires in": 9

}

I DistriN=t



Pushed Authorization Requests (PAR)

I click !oﬁ-m link
4. sernd auvtherization reﬂue;rgt')

( 2, f‘ep!l?l' with request URT

("1’. send request URT

RESPONSE

HTTP/1.1 303 See other
Location: https://as.example.com/authorize?client_ id=CLIENT1234
&request _uri=urn%3Aexample$3Abwc4JK-ESCOw8accl9le-Y1LTC2

= DistriN=t



Pushed Authorization Requests (PAR)

Au"t'imﬁzn:ﬂoﬂ Server

3. send auvthorizetion re_que;s;‘l')

=, I‘*ep!lf with request URT




Can we get
even more
secure”?



The Financial-Grade API Security Profile

»  Extension of OpenID Connect OpeniD

» OpenlD Connect is an extension of OAuth 2.0

> Focus on high-security scenarios (e.g., banking apps)

» Gives additional requirements

» E.g., which crypto algorithms to use, requiring asymmetric crypto

instead of client passwords, ...

I DistriN=t



The Financial-Grade API Security Profile

» Current standards:

» Financial-grade API Security Profile (FAPI) 1.0 — Part 1: Baseline
» Financial-grade API Security Profile (FAPI) 1.0 — Part 2: Advanced

> New specification coming up:
» FAPI 2.0 Security Profile

I DistriN=t



Conclusion



Conclusion

> OAuth 2.0 is about delegation

» Clients can ask permission to access protected resources on a

resource owner’s (user’s) behalf

> OAuth 2.0 is a secure protocol if used correctly

» Most servers and clients do not follow the best practices

I DistriN=t
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