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Analyze your design for security

Because your adversaries 
certainly do
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Requirements Design Implementation Verification Release Response
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Early analysis
Perform analysis to identify threats in the early stages of development

Feedback-loop
Continuously re-assess the impact of changes as they are made





No solutions
Except in an ad hoc fashion

No assets
E.g., personal information, cryptographic keys

No prioritization
Lacking support to prioritize threats
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Extended DFD models
First-class support for security and privacy solutions

Risk-driven prioritization
Prioritize elicited security and privacy threats

Automation
Continuously re-assess while models are updated
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Design decisions

SPARTA

Model Elicit threats Prioritize & 
Mitigate
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Construct model of the system
Processes, data flows, external entities, data stores, trust boundaries
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Construct model of the system
Processes, data flows, external entities, data stores, trust boundaries

Analyze model
Iterate over every interaction to identify threats
E.g., spoofing the sender
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Construct model of the system
Processes, data flows, external entities, data stores, trust boundaries

Analyze model
Iterate over every interaction to identify threats
E.g., spoofing the sender

Mitigate threats
E.g., apply authentication
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Authentication



Mitigate threats
E.g., apply authentication

Analysis takes into account the mitigations
Risk analysis considering countermeasures,
asset values, attacker model
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Authentication

Countermeasure
strength

Asset value Attacker 
model



SpoofingThreatA

TamperingThreatA

RepudiationThreatA

InformationDisclosureThreatA

DenialOfServiceThreatA

ElevationOfPrivilegeThreatA

SpoofingThreatB

TamperingThreatB

RepudiationThreatB

InformationDisclosureThreatB

DenialOfServiceThreatB

ElevationOfPrivilegeThreatB

SpoofingThreatC

TamperingThreatC

RepudiationThreatC
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SpoofingThreatA

TamperingThreatA

RepudiationThreatA

InformationDisclosureThreatA

DenialOfServiceThreatA

ElevationOfPrivilegeThreatA

SpoofingThreatB

TamperingThreatB

RepudiationThreatB

InformationDisclosureThreatB

DenialOfServiceThreatB

ElevationOfPrivilegeThreatB

SpoofingThreatC

TamperingThreatC

RepudiationThreatC
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RepudiationThreatA

DenialOfServiceThreatA

ElevationOfPrivilegeThreatA

SpoofingThreatA

SpoofingThreatB

TamperingThreatB

RepudiationThreatB

InformationDisclosureThreatB

DenialOfServiceThreatB

InformationDisclosureThreatA

ElevationOfPrivilegeThreatB

TamperingThreatA

SpoofingThreatC

TamperingThreatC

RepudiationThreatC
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Secure Pipe Solution

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

Protects

Role: 
Client

Countermeasure: 
Encryption

Countermeasure: 
Encryption

Protects

Protects
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Secure Pipe Solution

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

Protects

Context

Role: 
Client

Countermeasure: 
Encryption

Countermeasure: 
Encryption

Protects

Protects
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Secure Pipe Solution

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

Protects

Context

Role: 
Client

Countermeasure: 
Encryption

Countermeasure: 
Encryption

Protects

Protects

ThreatType:
Spoofing

ThreatType:
Tampering

ThreatType:
Information
Disclosure
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Secure Pipe Solution

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

ThreatType:
Spoofing

Protects

Context

Client Server

Request

Response

Role: 
Client
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Secure Pipe Solution

Role: 
Client

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

ThreatType:
Spoofing
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Secure Pipe Solution

Role: 
Client

Role: Server
Role: Send flow

Role: Receive flow

Countermeasure: 
Authentication

ThreatType:
Spoofing

Client Server

Request

Response





Inputs are estimates
Represents distribution to sample from

Inputs belong to one of 5 categories
System, threat type, attacker profile, 
data subject type, datatype

30

LossMagnitude 

LossEventFrequency

Risk



25/09/2025

Strength S

ThreatCapability TC

ThreatEventFrequency
TEF = CF × PoA

LossMagnitude 
LM = DTS × NR × DST × NDS 

Vulnerability
V = max(D,B)

Risk
R = LM × LEF

Defeated
D = P(TC > S)

Bypassed
B = Insider {0,1}

Retention Period RP

LossEventFrequency
LEF = 

V × TEF × RP

Data Type Sensitivity DTS

Nbr. of Data Subjects NDS

Nbr. of Records NR

Data Subject Type DST



Patient Risk General Practitioner Risk
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For media organizations
35 instances: Washington Post, New York 
Times, The Guardian, etc.

Anonymous journalistic sources
Protecting identity critical
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Iterative design feedback (early SDLC stages)
Continuous design assessment

Lightweight architectural descriptions
Extended DFDs with security and privacy solution support

Threat elicitation & risk-driven prioritization 
FAIR-based risk decomposition 

Evaluated feasibility
SecureDrop case study



Extend analysis activities
Leverage relations between threats

Decision support
Evaluation and compare of design decisions

Track threat mitigation evolution during development
Continuous analysis and monitoring of threats
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